Data protection policy
Includes Subject Access, FoI, Data Breach Reporting
and Data Retention procedures
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Introduction
The School needs to use information about pupils, staff and other users to allow us to follow our duties, and
to provide other services with data that we have a legal, statutory or contractual right to process.
The school will comply with the data protection principles which are set out in Data Protection regulations
and other laws.
The Data Controller and other roles
The School, as a body, is the Data Controller.
The School has identified its designated Data Processing Officer (DPO – see Appendix A).
Other day to day matters will be dealt with by The Data Protection Lead (DPL see Appendix B), the Business
Manager
Responsibilities of the school
The school is committed to protecting and respecting the confidentiality of sensitive information relating to
staff, pupils, parents and governors. This implies that the school will:
a)
b)
c)
d)
e)
f)

Register with the Information Commissioners Office (ICO);
Keep an up to date Data Asset Audit which lists all known uses of personal data in the school;
Verify that all systems that involve personal data or confidential information will be examined to see
that they meet the Data Protection regulations;
Inform all users about their rights regarding data protection;
Provide training to ensure that staff know their responsibilities;
Monitor its data protection and information security processes on a regular basis, changing practices
if necessary.

Responsibilities of Staff
All staff are responsible for checking that any information that they provide to the School is accurate and up
to date.
All staff are responsible for ensuring that any personal data they use in the process of completing their role:
a)
b)
c)
d)
e)
f)

Is not in the view of others when being used;
Is kept securely in a locked cabinet when not being used;
Is stored on a password protected local hard or network drive;
If kept on removable storage (a laptop, tablet, USB memory stick) approved by the school and that
this is password protected and encrypted. The data held on these devices must be backed up
regularly and this is the responsibility of the individual;
Is not disclosed to any unauthorised third party;
Is assessed and approved by the Senior Leadership Team or the DPL with advice from the DPO

Staff should note that unauthorised disclosure or transgression of the above statements will usually be a
disciplinary matter.
Responsibilities of Parents/Guardians
The school will inform the Parents/Guardians of the importance of the personal data the school uses and
the importance of keeping this up to date. This process will include an annual data collection sheet (with the
return of this document being recorded) and reminders in newsletters and at tutor or class meetings.

2

Other permissions will also be sought regarding matters of non-statutory use of personal data such as the
use of images and names in publicity materials on induction or when required. The returns to these
permissions will be recorded and exemptions communicated to staff.
Rights to Access Information
All people having personal data stored by the school have the rights to:
a) Obtain from the school confirmation if personal data concerning him or her (or their child) is being
processed;
b) Where this is the case, have a copy of the personal data and the following information:
(i)
(ii)
(iii)
(iv)

The purposes of the processing;
The third parties that the data will be shared with;
The period for which the personal data will be stored;
The existence of the right to request from the school to correct, erase or restrict processing of
personal data if the data can be proved to be incorrectly held;
(v) The right to lodge a complaint with a supervisory authority;
(vi) Where the personal data are not collected from the data subject, any available information as to
their source.
c) If exemptions are placed on any of the data above, because of safeguarding or other issues, the
existence of this data will be declared.
The School will place on its website Privacy Notices1 regarding the personal data held about them and the
reasons for which it is processed.
Access to the data is called a Subject Access Request. Any person who wishes to exercise this right (or
their parental right) should make a request in writing and submit it to the Principal or the Chair of Governors.
The School aims to comply with requests for access to personal information as quickly as possible and in
accordance with advice from the ICO and other professional agencies.
Freedom of Information Requests
Freedom of Information requests are requests from any member of the public about processes, policies
and other non-personal information about the school. These requests will always be processed and the
rights of individuals (within Data Processing Regulations) not to be identified respected while maintaining
legal responsibilities within the Freedom of Information Act.
Data Breaches
If there is a Data Breach the school will inform the DPO who will then advise on any actions.
Any Data Breaches will be recorded, comprising the facts relating to the personal data breach, its effects
and the remedial action taken.
If there are risks to the individual the school will communicate the breach to the data subjects.
In the case of a personal data breach where there is a high risk to the rights and freedoms of the data
subject, the DPO/School will without undue delay and not later than 72 hours after having become aware of
it, notify the personal data breach to the supervisory authority.

1

https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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Data Retention Policy
The school has responsibilities under the Data Protection Principles to keep data only for as long as we
need to.
In respect of the length of time that schools should keep the data the school will follow the advice from the
IRMS using their Records Management Toolkit for schools2.
If paper is due to be destroyed it will be cross-cut shredded either school or by a commercial company.
If data is held on electronic devices then these will be deleted in line with the advice from the ICO3.
A record should be kept of the data destroyed and/or the certificate of destruction issued by a third party.
Reporting policy incidents
Any member of staff, parent or other individual who considers that the Policy has not been followed in
respect of personal data should raise the matter with the Principal or Chair of Governors.
Monitoring and Evaluation
This policy will be monitored and reviewed in line with the school’s policy review procedure.

Appendix A – Roles of Data Processing Officer
Purpose
The Data Protection Officer (DPO) is responsible for monitoring compliance with current data protection law,
and has the knowledge, support and authority to do so effectively. They oversee and verify the school’s data
protection processes and advise the school on best practice.
Within each school there will be a Data Protection Lead (DPL), who maintains contact with the DPO and is
responsible for assisting in monitoring with compliance and verifies the school’s data protection practices on
a day to day basis.
Data Protection Officer Responsibilities


Advise the school about their obligations under current data protection regulations;



Support the DPL in developing a joint understanding of the school’s processing operations,
information systems, data security processes and needs, and administrative rules and procedures;



Assist, in cooperation with the DPL, with the monitoring of the school’s compliance with data
protection law, by:
o

Collecting information to identify data processing activities;

o

Analysing and checking the compliance of data processing activities;

o

Informing, advising and issuing recommendations to the school;

o

Ensuring they have current and detailed information in data protection issues and changes to
the law, attending relevant training as appropriate;
2
3

http://irms.org.uk/page/SchoolsToolkit
https://ico.org.uk/for-the-public/online/deleting-your-data/
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Assist the DPL in making sure that the school’s policies are followed, through:
o
o
o
o

Assigning responsibilities to individuals;
Awareness-raising activities;
Co-ordinating staff training;
Conducting internal data protection audits;



Advise on and assist the school with carrying out data protection impact assessments, if necessary;



Act as a contact point for the ICO, assisting and consulting it where necessary, including:





o

Helping the ICO to access documents and information;

o

Seeking advice on data protection issues;

Act as a contact point for individuals whose data is processed (for example, staff, pupils and
parents), including:
o

Responding with support from the DPL to subject access requests;

o

Responding with support from the DPL to other requests regarding individuals’ rights over their
data and how it is used;

Take a risk-based approach to data protection, including:
o

Prioritising the higher-risk areas of data protection and focusing mostly on these

o

Advising the school if/when it should conduct an audit, which areas staff need training in, and
what the DPO/DPL roles should involve.

 Report to the governing board/board of trustees on the school’s data protection compliance and
associated risks;
 Respect and uphold confidentiality, as appropriate and in line with data protection law, in carrying
out all duties of the role;
 Assist the DPL in maintaining a record of the school’s data processing activities;
 Work with external stakeholders, such as suppliers or members of the community, on data
protection issues;
 Working with the DPL in fostering a culture of data protection throughout the school;
 Work closely with other departments and services to ensure GDPR compliance, such as HR, legal, IT
and security;
 Work with the Senior Leadership team at the school to ensure GDPR compliance;
 Assist with any additional tasks necessary to keep the school compliant with data protection law and
be successful in the role.
Tasks
From these responsibilities, isolated tasks should include:
 Providing a model Data Protection Policy and assist in customising it for the school;
 Advising on procedures and pro formas to allow the Data Protection Policy to be adhered to;
 Providing advice on other associated policies and documents;
 Providing materials and advice in completing a dynamic Data Asset Audit and assisting in its
completion if necessary;
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 Collecting the Data Asset Audit on a yearly basis and checking for issues;
 Providing training materials to allow the DPL to assist staff in keeping up to date with Data Protection
issues;
 Acting as the point of contact for SAR and FOI requests and supporting the school to provide the
information as required;
 Providing a Data Protection Audit on a 3 yearly rota basis and producing a report for Governors;
 Providing telephone and email advice and support;
 Providing regional training for the DPL and other staff;
 Providing school based on-demand training either as part of the Ed Tech subscription or at cost.

Appendix B – Data Protection Lead Role
Data Protection Lead Responsibilities
 Verify that the school has registered with the ICO;
 Support the DPO in advising the school about their obligations under current Data Protection
regulations;
 Support the DPO in developing an understanding of the school’s processing operations, information
systems, data security processes and needs, and administrative rules and procedures;
 Assist, in cooperation with the DPO, with the monitoring of the school’s compliance with data
protection law, by:
o

Collecting information to identify data processing activities;

o

Analysing and checking the compliance of data processing activities;

o

Informing, advising and issuing recommendations to the school;

o

Ensuring they have current and detailed information in data protection issues and changes to
the law, attending relevant training as appropriate;

 Assist the DPO in making sure that the school’s policies are followed, through:
o

Assigning responsibilities to individuals;

o

Awareness-raising activities;

o

Co-ordinating staff training;

o

Conducting internal data protection audits;

 Act as a contact point for the DPO in supporting individuals whose data is processed (for example,
staff, pupils and parents), including:
o

Responding with support from the DPO to subject access requests;

o

Responding with support from the DPO to other requests regarding individuals’ rights over
their data and how it is used;

 Assist the DPO in maintaining a record of the school’s data processing activities providing this on a
yearly basis to the DPO;
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 Assisting the DPO in working with external stakeholders, such as suppliers or members of the
community, on data protection issues;
 Working with the DPO in fostering a culture of data protection throughout the school;
 Work with the Senior Leadership team at the school to ensure GDPR compliance;
 Assist with any additional tasks necessary to keep the school compliant with data protection law and
be successful in the role.
Tasks
From these responsibilities, isolated tasks should include:
 Act as the point of contact with the DPO;
 Assist in customising the Data Protection Policy for the school;
 Advising on procedures and pro formas to allow the Data Protection Policy to be adhered to;
 Provide advice on other associated policies and documents;
 Providing materials and advice in completing a Data Asset Audit and assisting in its completion if
necessary;
 Supplying the DPO with the Data Asset Audit on a yearly basis;
 Using the training materials provided by the DPO to assist the staff in keeping up to date with Data
Protection issues.
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